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Gloďal MaŶufaĐturiŶg CoŵpaŶy ReduĐes 
Malǁare IŶfeĐtioŶs ďy 46% 
Woŵďat͛s SeĐuƌitǇ EduĐatioŶ Platfoƌŵ is changing behaviors, reducing infections, 

and lowering remediation costs  

THE CHALLENGE 

A large international equipment 

manufacturer based in Pennsylvania needed 

to come up to speed on security awareness. 

Though things were clicking on all cylinders 

fƌoŵ a ďusiŶess peƌspeĐtiǀe, the ĐoŵpaŶǇ͛s 
new information security officer was 

concerned that security training for its 

employees was virtually non-existent — and 

he was worried that knowledge gap would 

become an issue sooner rather than later. 

͞AŶǇ ĐoŵpaŶǇ that is not taking awareness seriously is hedging its bets,͟ he said. ͞IŶ ŵǇ opiŶion, the 

siŶgle ŵost iŵpoƌtaŶt thiŶg aŶ oƌgaŶizatioŶ ĐaŶ do is Đƌeate a seĐuƌitǇ aǁaƌeŶess pƌogƌaŵ.͟ 

The information security officer made awareness a top initiative, and he took up the charge of 

ĐoŶǀiŶĐiŶg the ĐoŵpaŶǇ͛s Board of Directors that his goals were important and would be beneficial in 

the short term and over time. ͞I ƌeĐogŶize that soŵetiŵes Ǉou Ŷeed to build awareness about your 

aǁaƌeŶess pƌogƌaŵ,͟ he said. ͞EǀeŶ though ǁe aƌe a ϭϬϬ-year-old company, we only started discussing 

cyber-security concerns about a year ago. And to their credit, our Board members recognized that 

companies were struggling to get their arms around the cyber-seĐuƌitǇ ƌealŵ.͟  

In explaining the need for a more engaged and aware employee base, the information security officer 

shaƌed a peƌsisteŶt aŶd iŶĐƌeasiŶg pƌoďleŵ the ĐoŵpaŶǇ͛s teĐhŶiĐiaŶs ǁeƌe faĐiŶg: phishiŶg eŵails.  

͞We haǀe a ǀeƌǇ stƌiĐt eŵail autheŶtiĐatioŶ pƌogƌaŵ iŶ plaĐe foƌ all iŶĐoŵiŶg ŵessages. Unfortunately, 

though it͛s gƌeat foƌ filteƌiŶg out spaŵ, it͛s Ŷot been terribly effective at preventing phishing emails from 

getting through,͟ the offiĐer said. ͞Those emails were a prime source for infections, but we also had a 

Ŷuŵďeƌ of eŵploǇees eǆposed to ŵalǁaƌe iŶ oŶliŶe ďƌoǁsiŶg sessioŶs. TheǇ siŵplǇ ǁeƌeŶ͛t recognizing 

some of the dangers in the sites they were visiting aŶd the files theǇ ǁeƌe ĐhoosiŶg to doǁŶload.͟ 
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Without an understanding of how to spot and avoid phishing emails 

and online traps, employees were falling for scam messages, 

clicking suspect Internet ads, and visiting malicious websites. 

Naturally, these activities had a negative impact oŶ the ĐoŵpaŶǇ͛s 

internal systems. At times, the organization was dealing with more 

than 70 malware infections a day worldwide. The information 

security officer estimates that cleaning each infected PC costs the 

ĐoŵpaŶǇ͛s IT depaƌtŵeŶts more than $35, which put remediation 

costs at nearly $700,000 per year.  

After sharing the phishing data and benchmark vulnerability studies with the board of directors, the 

information security officer was given the green light to implement a training program for the 

ŵaŶufaĐtuƌeƌ͛s gloďal eŵploǇee ďase — and reduce the risks associated with lack of awareness. 

THE SOLUTION 

The information security officer began his search for a suitable program, knowing that he was looking 

for a solution that would engage employees and allow him to actively measure the effectiveness of the 

ĐoŵpaŶǇ͛s effoƌts. ͞It͛s ǀeƌǇ iŵpoƌtaŶt foƌ ouƌ Boaƌd, obviously, that we show results,͟ he said.  

In addition, the manufacturer needed training that could be efficiently delivered in multiple languages. 

The organization consistently translates all its corporate communications into multiple languages in 

order to offer a seamless experience to the employees in their home locations. It was critical for the 

company to be able to maintain that approach with any training materials.   

After exploring a few different options, the security officer found what he wanted in the Wombat 

Security Education Platform. Woŵďat͛s approach resonated with him because it meshed with his desire 

to use education and awareness to drive behavior change while measuring results.  

͞We looked at soŵe otheƌs solutioŶs, aŶd theƌe ǁeƌe a feǁ thiŶgs that ŵade Woŵďat staŶd out fƌoŵ 
the rest. The platform is easy to use, and the graphical user interface and management system make it 

really easy to pull stats. Plus, we can easily customize and deploy the mock phishing messages. We saw 

some great comfort in those features,͟ he said. ͞We also appƌeĐiated Woŵďat͛s ŵoƌe ͚foƌŵal͛ aŶd 
business-like appƌoaĐh to the ǀeŶdoƌ ƌelatioŶship, ǁhiĐh ǁe didŶ͛t see ǁith soŵe of the otheƌ 
companies we researched. It͛s ǁhat ǁe look foƌ iŶ ĐoŵpaŶies ǁe eŶgage ǁith.͟ 

With Wombat, the organization had the flexibility to tailor its approach to security training, using both 

interactive educational modules and threat assessment tools. The manufacturer agreed that this multi-

faceted methodology presented the best opportunity to change employee behaviors and build a lasting 

defense against cyber threats.  

͞AŶy ĐoŵpaŶy 
that is not taking 

awareness 

seriously is 

hedgiŶg its ďets.͟ 
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Implementation 

The Wombat Security Education Platform was an ideal fit because it allowed the organization to lead 

with training rather than focusing solely on mock attacks. The company already knew it had a problem 

with phishing emails and malware downloads, and the information security officer had identified data 

points tied to frequency of infections. From the outset, one of the biggest initiatives in his mind was 

awareness. He wanted to put that in motion right away to help the ĐoŵpaŶǇ͛s employees make the 

right decisions when they came in contact with security threats. 

In its initial phase, the company rolled out training to its 5,000+ global employees with a focus on three 

key areas: safer web browsing, email security, and URL training. The training was voluntary, but 

employees in all location were encouraged — and reminded — to complete the modules. 

Following this rollout, the security information officer began to utilize Woŵďat͛s PhishGuru® simulated 

attack tool. Though the company knew they had an issue with phishing messages, they had been unable 

to pinpoint the types of emails that were most likely to garner a response — or which employees in 

which locations were most susceptible to 

these kinds of attacks. 

Woŵďat͛s suppoƌt teaŵ ǁoƌked ǁith the 
manufacturer to ensure the mock phishing 

messages would not be intercepted by its 

email filter. The customizable messages were 

sent to different departments over a two-

month period, with each department receiving 

the mock phishing emails over a span of 

several days. This feature was very appealing 

to the organization. 

͞I ďelieǀe ƌaŶdoŵ sĐheduliŶg is a keǇ to ŵoƌe 
accurate ƌesults,͟ said the iŶfoƌŵatioŶ seĐuƌitǇ 
offiĐeƌ. ͞We haǀe opeŶ ĐuďiĐle eŶǀiƌoŶŵeŶt iŶ 
many of our locations, and I think varying the 

delivery helps reduce the number of instances 

in which employees will warn their colleagues 

not to open a certain message.͟ If eǀeƌǇoŶe 
were to get the same message at exactly the 

same time, he said, it would be a red flag for 

employees and result in a skewed picture of 

the oƌgaŶizatioŶ͛s ǀulŶeƌaďilitǇ to attaĐk.  

http://www.wombatsecurity.com/


Case Study 

4 | P a g e       Wombat Security Technologies, Inc. | www.wombatsecurity.com | 412-621-1484 

 

Because the Wombat Security Education Platform is an all-in-one delivery and analysis tool, it can 

measure results during and after every phase of training and assessment, enabling security officers to 

evaluate where weaknesses are and respond accordingly. Training cycles, mock attacks, and knowledge 

assessments can be repeated at targeted intervals, increasing the chances of long-term risk reduction.  

THE RESULTS 

͞We haǀe had soŵe ǀeƌǇ positiǀe feedďaĐk from the Board and our end users regarding the training and 

the siŵulated phishiŶg ŵessages,͟ said the iŶfoƌŵatioŶ security officer. ͞People ƌeallǇ loǀe the 
interactive nature of the modules. As an R&D company, we like to think that we have a pretty educated 

workforce, and the employees seem to appreciate the deeper dive. I doŶ͛t thiŶk ǁe ǁould haǀe ďeeŶ 
able to achieve this level of awareness using the materials from some of the other companies we 

researched.͟  

46% Reduction in Malware Infections Globally 

Prior to the start of training, the company was experiencing 72 malware infections daily throughout the 

organization. Just four months into the program, the company saw that total drop to 39 infections, a 

46% reduction. The oƌgaŶizatioŶ͛s EuƌopeaŶ loĐatioŶs saw 

the most significant change, with a 69% reduction in 

malware infections following the first cycle of voluntary 

training. Overall, the reduction translates into a potential for 

more than $300,000 in annual savings on remediation costs.  

Fewer Helpdesk Calls 

Befoƌe tƌaiŶiŶg, the oƌgaŶizatioŶ͛s helpdesk ƌeĐeiǀed aŶ 
average of 32 calls a month related to spyware, virus, and 

malware concerns. After four months, that monthly average 

decreased to 20, a reduction of 40%. 

Buy-in From the Board 

Because the reporting features of the Wombat Security Education Platform are so robust, the security 

iŶfoƌŵatioŶ offiĐeƌ has ďeeŶ aďle to shaƌe iŵpoƌtaŶt iŶsights ǁith the Boaƌd of DiƌeĐtoƌs. ͞I͛ǀe ďeeŶ 
able to show them the training response rates and give them a very clear picture of the vulnerabilities 

ǁe haǀe ǁith phishiŶg,͟ he said. The Boaƌd had visibility into the types of mock emails that were being 

sent to the employees; which departments and employees were falling for the attacks and what they 

were clicking; and the types of information employees were sharing when prompted to do so.  

͞I thiŶk the ƌeasoŶ ǁe͛ƌe gettiŶg suĐh gƌeat suppoƌt fƌoŵ ouƌ Boaƌd is ďeĐause ǁe͛ƌe aďle to shoǁ 
ƌesults oŶ the thiŶgs ǁe͛ƌe doiŶg,͟ said the iŶfoƌŵatioŶ seĐuƌitǇ offiĐeƌ. ͞But the potential for cost 

ƌeduĐtioŶs isŶ͛t ƌeallǇ the dƌiǀeƌ heƌe. To ŵe, it͛s ƌooted iŶ aǁaƌeŶess. I feel this kind of work is essential 

to a seĐuƌe ǁoƌk eŶǀiƌoŶŵeŶt, aŶd the Boaƌd ĐoŶĐuƌs ǁith that.͟ 

͞We’ǀe deǀeloped a 
healthy sense of 

paraŶoia. I thiŶk that’s 
the best result that can 

come out of the 

awareness training 

ǁe’re doiŶg.͟ 
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LOOKING FORWARD 

Because the education and assessments have been so well-received by end users and the Board of 

Directors, the goal is to transition from voluntary training to mandatory training. ͞We defiŶitelǇ plaŶ oŶ 
using the tool more and getting more modules out to our user ďase,͟ the iŶfoƌŵatioŶ seĐuƌitǇ offiĐeƌ 
said. ͞AŶd at a ƌeĐeŶt ŵeetiŶg ǁith the Boaƌd, theǇ seeŵed iŶteŶt oŶ ŵakiŶg the tƌaiŶiŶg ŵaŶdatoƌǇ.͟  

The company intends to roll out four to six additional modules in its next year of training, and the 

iŶfoƌŵatioŶ seĐuƌitǇ offiĐeƌ ǁould like to iŶĐoƌpoƌate Woŵďat͛s CǇďeƌStƌeŶgth® KŶoǁledge 
Assessments in addition to ongoing simulated attacks. He will also be working with managers 

throughout the organization to do targeted attacks within certain departments. The goal is to use the 

data and analysis to help those managers better address and counter security threats that are specific to 

the activities and responsibilities of their teams.  

The company has seen a quick return on its investment in the Wombat platform. The reduction in 

malware infections and helpdesk calls has freed up company resources, and the potential for significant 

savings on remediation costs is a great proof point for the program. But the security information officer 

points to the increase in awareness and change in employee behavior as the most significant results 

from the Wombat training and assessments. 

͞The results we͛ƌe aĐhieǀiŶg aŶd the positiǀe feedďaĐk ǁe͛ƌe ƌeĐeiǀiŶg because of our engagement with 

Wombat is going a long way with our Board of Directors. We have really raised security awareness here, 

aŶd that͛s soŵethiŶg ǁe didŶ͛t haǀe a lot of,͟ he said.  

͞CoŶǀeƌsatioŶs aƌe happeŶiŶg, people aƌe talkiŶg to eaĐh otheƌ aďout eŵails theǇ͛ƌe ƌeĐeiǀiŶg, theǇ͛ƌe 

thinking about phishiŶg aŶd the poteŶtial ĐoŶseƋueŶĐes. We͛ǀe deǀeloped a healthǇ seŶse of paƌaŶoia 
thƌoughout the oƌgaŶizatioŶ. I thiŶk that͛s the ďest ƌesult that ĐaŶ Đoŵe out of the aǁaƌeŶess tƌaiŶiŶg 
ǁe͛ƌe doiŶg.͟   
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