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How do you stay current with the fast-changing cyber
risk market? Join more than 36,000 insurance and risk
professionals that accomplish this by reading Cyber
Front Page News. Check your email tomorrow for an

exclusive offer only available to conference attendees
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Simplifying Insurance for Emerging Risks
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Experian

FPubiic or private: Public
Annual revenue: =518
MNumber of employees: >1000
CEQ: Craig Boundy

ull A\ Advisen

MNumber of clients: Tens of thousands
Client industry focus: NFA
Revenue rangs; NIA

Geographic reach; Global

Year founded: Roois dating back to the early

19th century. Experian name was officially

formed in 1996.

Experian Data Breach Resolution, powd
businesses prepare for a data breach a
a decade of experience, Experian Data
highest-profile data breaches in histony.
call center support and fraud resolution
credit and identity theft protection prod
Association of Privacy Professionals,
a founding member of the Medical Iden
databreach.

SAFETY NATIONAL

# How many net

& How many reg

XL CATLIN

475 Anton Blvd » Costa Mesa, CA 92625
9492948886

Midhar] Brucmmer

Group, Inc.

g, 3
= experian.

Public or pnvate: Public

Annual revenus; =51B

Number of cliients: N/A

Client industry focus: All industries
Number of empioyeas; =1000
CEO: John Q. Doyle

Year founded: 1871

FRevenues range: N/A

Geographic reach; Global

& MARSH

From the creation of the first cyber policy forms o leading the marketplace in the development of privacy and
business intermuption coverages, Marsh's Cyber Practice offers unparalieled resources in cyber advisory and

risk transfer soluticns. With industry know-how spanning decades, Marsh's Cyber Practice helps cilenis assess,
manage, and respond to cyber threats and events. Marsh provides advisory services across diverse areas of
cyber risk ranging from financial modeling to coverage analysis to threat intelligence. Marsh helps clients assess
their ocyber risks and build the right insurance program to mest their unigue needs. Marsh continuss to lead the
market with such innovations as Cyber Risk Assessment: 2 seii-assassment tool mapped to the NIST Framework
that provides feedback on a client's relative cyber risk maturity as well as providing a platform for the client to
seak insurance coverages for cyber risk; Cyber CAT2.00 a bespoke policy wording embracing the premise that

all of an entity's technology risks should be covered; Cyber ECHO: a propristary excess facility with uniqus
reinstatement options; Cyber IDEAL: designed to identify damages, evaluaie, and assess limits for data breaches
and technology outages, and Marsh's Cyber Risk Toolkit that enables a client to identify and guantify its cyber
risk throuwgh a combination of financial and threat modeling toois. Marsh's Cyiber Risk Practice is a global team
of more than 50 cyber and risk managemeant colleaguss possessing an unbeatable combination of hands-on
practical know-how and expertise with backgrounds in underwriting, claims, legal, technology, and government.

= As of Seprember 30, 2017, approximately how mnch cyber premium: does your brokerase
handle? NFA

* How many dedicated cyber insurance brokers does your company: have handiing dient oyber
risk on a day-today hasis? 504

# How many standalone cyber daims did your brm’ dients 6le in the fast 12 months? NEA
& Who are your top 5 cyber insurance trading parmers? MIA

# How many inspance carricrs docs your company partmer with: NA&

Dloes your company integrate :hird—pan:.' data with your selutions! Yes

1166 Avenue of the Americas * New Yok, WY 10036
212-345-9452

Tom Reagan
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Opening Remarks

Hans Allnut Shay Simkin

Partner Managing Director
DAC Beachcroft LLP Howden Israel



Morning Keynote Address

T. Casey Fleming
CEO
BLACKOPS Partners
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AH4 *OREDO &RPSHWLWLYH ORGH
$V\PPHWULFDO +\EULG :DUIDUH

/IRQGROQ

7 &DVH\ )OHPLQJ
&(2 %/$&.236 3DUWQHUV &RUSRUDWLROQ
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SULWLFDO )DFWRUYV

FISR\EHUVHFXULW\ KDV KLVWRULFDOO\ EHHQ IXQGDPHQWDOO
FS\EHU LQGXVWU\N\ DQG PHVVDJH GULYHQ E\ KLJKO\ IDOOLEO
f7KH ELJ SLFWXUH PXVW EH PDVWHUHG EHIRUH &\EHU FDQ I
FOXVW LOWLPDWHO\N NQRZ DGYHUVDULHVY VWUDWHJILHYV EHI
1$00 IDPLOLHY DQG FRPSDQLHYVY DUH HQJDJHG ZLWK WKH 1H
. H\ FRQFHSW WR_PDVWHU LV $V\PPHWULFDO +\EULG :DUIDU
ISGYHUVDULDO LOWHOOLJHQFH LV NH\ WRVS$ wW.KD QmwHROWUWID B\
IS URDFWLYH OWHOOLJHQFH EDVHG YV 5HDFWLYH SURGXEFYV
f7KH ODUJHVW ORQJ WHUP WKUHDW WR HYHU\ RUJDQL]DWLI

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<



1HZ *OREDO &RPSHWLWLYH ORGHO
$SV\PPHWULFDO +\EULG :DUIDUH

K\ \RX FDUH

fIW'RQITW NQRZ ZKDW \RX GRQIW NQRZT

17KH 1HZ *OREDO &RPSHWLURIUYH ORGWHOPHWULFDO +\EUL
t:DU GHFODUHG RQ DOO VHFWRUV DQG FLWL]HQV DV
120H WKLUG RI 8. *3 VWROHQ HDFK \HDU GXH WR HI
I&ERPSRXQG GDPDJHYVY 7KHIW SRZHULQJ &KLQD SOXV
tiu7KH JUHDWHVW WUDQVIHU RI ZHDOWK LQ KLVWRU\S
IWHDWK E\ D WKRXVDQG FXWVY HVWLPDWHG FXW

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<
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+ (VSLRQDJH \LHOGVY LOQWHOOLJHQFH ,QWHOOLJHQFH ZLQV Z
t QWHOOLJHQFH SURYLGHYV FULWLFDO EXVLQHVV GHFLVLRQ

DWD QIRUPDWLRQ QWHOOLJHQFH
6ZLPPLQJ SRRO GTNMHSHQ KRVH WD{&RFD &RODGE

1RQ FRQVXPDEOH®RQVXPDEOH & RQVXPDEOH

% XJV OHDYHV  $BOHQWLIXO QR WHBHNHQHG V\UXS
FKORULQH DOJDHy 6 W 1LOHG HITHUYHVFHQW
AWE HRO SHULVKDEOH BHULVKDEOH H[SL

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<
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$V\PPHWULFDO +\EULG :DUIDUH $+: LV FKDUDFQ/R@LHGDV\X @
PHWKRG VWUDWHILF ZDUIDUH EDVHG RQ GHFHSWLRQ YRLG RI

HFRQRPLF DQG PLOLWDU\ SRZHU VWUDWHIJ\ DQG WDFWLFV GL

KH DWWDFNLQJ FRXQWU\ HISORLWY FKDUDFWHULVWLF ZHDNQI
XQUHODWHG ZDUIDUH PHWKRGY GHVLIQHG WR GHVWDELOL]JH \
JRDO LV XOWLPDWH DQG FRPSOHWH WDNHRYHU ERWK HFRQRP
FDSLWXODWLRQ LV DFKLHYHG ([WHQVLYH XVH RI PLVLQIRUPD
WR GHFHLYH DQG GHIOHFW VXVSLFLRQ RI WKH VWUDWHJ\ RU L

+\EULG ZDUIDUH LV D PLOLWDU\ VWUDWHJI\ WKDW EOHQGYV FRQ"®
LUUHJXODU ZDUIDUH RIIVHW ZDUIDUH QRQ OLQHDU ZDUIDUH

ZDUIDUH LV URRWHG LQ XQUHVWULFWHG ZDUIDUH ZDU ZLWKR
GHVFULEHG DV :DQ\WWKLQJ ZDUIDUH ~

6RXUFH %/$&.236 3 DUWQHUV &RUSRUDWLRQ




SQLWHG .LQJGF
t WULOOLRQ H
T RI 8. *'3
{VSLRQDJH LV
HRUHLIQ LQYH\
LV D ZHDSRQ
tQQRYDWLRO
7UDGH VHFUHW
BHQVLWLYH GD
3ULFLQJ

& XVWRPHUYV
{PSOR\HHV

B,,
RPWKHU
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OGXVWULDO :DUID'WKXJ :DUIDUH 3RLVLRQLQJ :DUIDUF
BRODU 3DQHOV 2SLRLG FULVLVY H#H&LIJDUHWWHYV
FLQGPLOOV (QHUXHI[LFDQ FDUWHOM{ZHOU\

$06& 18 ##KLOG PDNHXS &O
BWHHO GXPSLQRJ 4 U\SWRFXUUHOFYXPEHU /LTXLGDWRL

R QIRULRU DOXAPLOA RSDIDOGD :DUIDURUPDWLRQ :DUIDL
HHFKQRORJV IRUWHO bo PHGLD #RFLDO PHGLD
ODRXIDFWXULQRJ  +poeD *URXS {OHFWLRQ KDFNLQJ
0DQ\ RWKHUYV 2PEDPD WULS {VSLRQDJH

0DQ\ RWKHUV  #0DQ\ RWKHUYV
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S\EHUVHFXULW\ 7RGD\

t6WLOO IXQGDPHQWDOO\ G\WIXQFWLRQDO DQG EURNE
t6WLOO IRFXVHG RQ SHULPHWHU WKDW QR ORQJHU H
t2YHUFRQILGHQFH DQG IDOVH VHQVH RI VHEXULW\
t3URGXFW GULYHQ ZLWK OHVV WKDQ SURWHFWLRQ
t20H WKLUG RI DWWDFNV DUH VXFFHVVIXO

t& \EHU DWWDFNV GRXEOHG IURP

t&\EHUVHFEXULW)\ WULOOLRQ LQGXVWU\ E\

t=HUR $+: DZDUHQHVV UILJKWLQJ D JKRVW

t=HUR IRFXV RQ DGYHUVDULDO LQWHOOLJHQFH

S:HYYH DOZD\V GRQH LW \

ORRPEHUJ &\EHUVHFXULW\ 9HQWXUHYV

%/$&.236 3$571(56 &25325%7,21 35235,(7$gL< 2 & 6 2 & 6 2 &'&2



S\EHUVHFXULW\ &RUUHFWHG

T EXVLQHVY ULVN LVVXH YV 7 LVVXH

T KXPDQ SUREOHP

I&EXOWXUH SROLF\ IXQGLQJ DOORFDWLRQ FKDQJH

I/HG E\ &(2 DQG ERDUG VXSSRUWHG E\ & OHYHOV

I&ERPSOLDQFH LV RQO\ WKH VWDUWLQJ SRLQW

HDRFXVY UHTXLUHG RQ DGYHUVDULDO LQWHOOLJHQFH

tu&\eHu ULVN PDOQDJHPHQW LV H[SHFWHG WR JR
HOWHUSULVH ZL&d¥UvAQ $RY UHSRUW

16(& UHTXLULQJ uFOHDUHUY F\EHU ULVN GLVFORVXU|

I&S\EHU K\JLHQH DVWGOC&HRBVBRDOWH OHYHO

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<
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y RI WKH pODMRU )LQGLQJVY GLUHFWO\ DIIHFWHG E\ WKH 1H

WRDUGYV $UH &RQFHUQHG $ERXW *URZLQJ ,QGXVWU\ 'LVUXS
DQG 6RFLDO ,VVXHVY 6HHP WR ODWWHU /HVV

(IWHUQDO 9RODWLOLW\N DQG 8QFHUWDLQW\ "ULYH D '"HVLUH
' LWK 6WUDWHJ\

YRDUGV $UH /HVV &RQILGHQW $ERXW &\EHU 5LVN 3UHSDUH

RDUGYV $UH 60RZ LQ $GDSWLQJ WR ,QFUHDVHG ([SHFWDWI
 PSURYHPHQW RI 7KHLU 6NLOOV 3UDFWLFHYVY DQG 3URFHVYV

1IDWLRQDO $VVRFLDWLRQ Rl 4RUSRUDWH 'LUHFWRUYV



JRU 5LVN 2IILFHUYV

tLUHFWRUV DQG & /HYHOV DUH SULPH WDUJHWYV IRU HVS]
{QJDJH ERXWLTXH &\EHU /DZ ILUP IRU ERDUG DQG FRPSD
#+ROG &,62 &,2 &52 &)2 *& &72 &+52 DQG &(2 DFFRXQ\
tHPDQG DQQXDO GDWD EUHDFK H[HUFLVHVY GRFXPHQWHG
tHPDQG &,62 &,2 DQG &(2 SUHVHQW &\EHU LQ WHUPV RI
$8SGDWH FRUSRUDWH VWUDWHJI\ ZLWK $V\PPHWULFDO +\E
% RDUG WR UHFHLYH DQQXDO $+: VWUDWHJI\ EULHILQJV

# OHYHOV WR HQJDJH DQQXDO $+: ZDU JDPHV H[HUFLVHV

PoRDUG DOQY&EOV WR YHW VSHDNHUV YHQGRUV PHVVDIJL
$GYHUVDULDO LQWHOOLJHQFH 'DUN1HW IHHGV LQVLGHU QR SU

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<



/HQ 4XHVWLRQV )RU 5LVN 2IILFHUV WR %YRDUGY DQG & /I

'R ZH FRQGXFW DQ DQQXDO DWD EUHDFK HIHUFLVH ZLWK DFWXDO
GHSDUWPHQW KHDGV" .,V LW PDQGDWRU\N IRU DOO & OHYHOV DQG GHSES
KLJKO\ TXDOLILHG WKLUG SDUWN\ DQG GRFXPHQWHG EN VWDII" 'R ZH P
WLPLQJ QRWLILFDWLRQV DQG UHVXOWYV" 'RHV WKH &(2 FKDPSLRQ W
D VXPPDU\ EULHILQJ RQ WNOH wWbld ¥ XVOREY W[HUFLVH DQG 77;

-KDW DUH WKH WKUHH PRVW OLNHO\ GDWD EUHDFK W\SHVY RXU FRPS
TXpowLI\ WKH HISHFWHG HIWHOQOQW GDPDJHV DQG PLWLJDWLRQ HIIRU

KDW GR ZH FRQVLGHU RXU PRVW YDOXDEOH DVVHWV" +RZ DUH ZH S
OLPLWLQJ HOHFWURQLF DQG SK\VLFDO DFFHVV WR WKHP" 'R ZH FODV

'RHY RXU &&\EHUVHFXULW\ VWUDWHI\ PDS WR $V\PPHWULFDO +\EULG
DQOQXDOO\" OD\ ZH KDYH D FRS\"

$UH DOO & OHYHOV DZDUH RI WKH 1HZ *OREDO &RPSHWLWLYH ORGH:
LWYV HIITHFW RQ FRPSDQ\ VWUDWHI\ FXVWRPHUV HPSOR\HHV SDUW
PLWLIJIDWLRQ HIIRUWY SHUWDLQLQJ WR $V\PPHWULFDO +\EULG :DUID!
VWUDWHJ\"

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<



/HQ 4XHVWLRQV IRU 5LVN 2IILFHUV WR %RDUGYV DQG & /I

+DYH ZH PRGHOHG DOO GDWD EUHDFKHV LQ RXU LQGXVWU\ DQG |
OHDUQHG WR DOO & OHYHOV DQG GHSDUWPHQW OHDGHUV" +DYH 2
RXU DQQXDO GDWD EUHDFK H[HUFLVH"

'V RXU LQVLGHU WKUHDW SURJUDP D SULRULW\ LQ RXU &\EHUVHF
HGJH" :K\" 'R ZH UHTXLUH EL DQQXDO FHUWLILFDWLRQV" 'R ZH H[V
DQG VXSSO\ FKDLQ"

'R ZH KDYH D F\EHU H[SHUW RU TXDOLILHG WKLUG SDUW\ H[SHUW
IRUPHU &,2 &,62 &72 DQG &62 DUH QRW LGHDO 'R ZH KDYH WKH
LQVXUDQFH FRYHUDJH" $UH WKH OHYHOV UHYLHZHG DQQXDOO\"
'R RXU &,2 DQG &,62 UHSRUW VHSDUDWHO\ WR WKH &(2" 'R WKH\ I
SULYDWHO\"
$UH ZH DFWLYHO\ PROQLWRULQJ WKH 'DUN1IHW IRU QHIDULRXV DFW
RXU FXVWRPHUV HPSOR\HHV VXSSOLHUV DQG FRPSDQ\" ,V WKHU'I
HQJDJH H[SHUWY DQG ODZ HQIRUFHPHQW IRU LPPHGLDWH UHPHGL
RSHUDWLYHVY VFDQQLQJ WKH 'DUN1HW YV fVFUDSLQJ DOJRULWKP

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<



5(6285&(6

++ ++ =+ =+ ++ +H+ +H

++

+ + -

$UP\ &\EHU ,QVWLWXWH &\EHU 'HIHQVH 5HYLHZ )DOO 37KH 6HFUHW :DU $JDI
5DQG &RUSRUDWLROQ
S6WUHWFKLQJ DQG ([SORLWLQJ 7KUHVKROGV IRU +LJK 2UGHU DU’ DQG 37KH 'HIF
3+RZ 5XVVLD &KLQD DQG ,UDQ $UH (URGLQJ $PHULFDQ ,QIOXHQFH 8VLQJ 7LPH
OLFKDHO 3LOOVEXU\ $XWKRU 7KH +XQGUHG <HDU ODUDWKRQ
1HZ <RUN 3RVW 3&KLQDYJY 6HFUHW 30DQ WR 7RSSOH WKH 86 DV WKH :RUOGTYV 6X
"DPHVY 6FRWW 6HQLRU HOORZ ,QVWLWXWH IRU &ULWLFDO ,QIUDVWUXFWXUH 7H
-RVKXD 3KLOLSS 6HQLRU 5HVHDUFK $QDO\WW 7KH (SRFK 7LPHV
$PDU ODQ]JRRU $XWKRU 7KH $UW 21 ,QGXVWULDO :DUIDUH &R $XWKRU RI 63(&7
DQ %UHPPHU 3K' 3UHVLGHQW (XUDVLD *URXS
*HQHUDO -DPHV ODWWLY 8QLWHG 6WDWHYV 6HFUHWDU\ Rl '"HIHQVH ,UUHJXODU :I
3SHWHU 1DYDUUR 3K' :KLWH +RXVH 'LUHFWRU IRU 1DWLRQDO 7UDGH &RXQFLO
$XWKRU &URXFKLQJ 7LJHU :KDW &KLODYV OLOLWDULVP OHDQV IRU WKH :RUOG
SQLWHG 6WDWHYV &\EHUVHFXULW)\ ODJD]JLQH ZLQWHU
3$V\PPHWULFDO +\EULG :DUIDUH &\EHUVHFXULW)\ :K\ :H &DQIW *HW LW 5LJKW
U)ROORZ 8VT RQ %/$&.236 3DUWQHUV &RPSDQ\ SDJH RQ /LQNHG,Q
%/$&.236 3SDUWQHUYV ZHEVLWH +RPH DQG ,QVLJKW SDJHV
&RQWDFW %/$&.236 'LUHFWRU KRWOLQH RU FRQWDFW DW EODFNRSYV
2WKHU UHVRXUFHYV

%/$&.236 3$571(56 &25325%7,21 35235,(7%5<
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[KH % X\HU- -V 3HUV?S

Sarah Stephens
Head of Cyber, Tech and
Media E&O
JLT Specialty
Moderator



[KH % X\HU-V 3HUVZ

T Sarah Stephens, Head of Cyber, Tech and Media E&O, JLT
Specialty (Moderator)

T Jeremy Harvey, Vice President, Group Insurance, Barclays

T Elizabeth Queen, Vice President Risk Management, Wolters
Kluwer

T Henriette Scotwin Guespereau, Lead Risk Advisor, Maersk



[KH % X\HU-V 3HUVZ

Sarah Stephens Elizabeth Queen

JLT Specialty Jeremy Harvey Wolters Kluwer Henriette Scotwin Guespereau
Barclays Maersk
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Event Round- Up

Winston Krone
Managing Director
Kivu
Moderator



Event Round- Up

T Winston Krone, Managing Director, Kivu (Moderator)

T Oliver Brew, Head of Client Services, CyberCube
Analytics

T Sean Hoar, Partner, Lewis Brisbois Bisgaard & Smith LLP
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The Best of 2017

Specific events that symbolized 2017

Destructionware 2e.g. Wannacry/NotPetya

Surge In cyber extortion (and size of ransom demands)
Equifax

Email compromise/ Payment redirection fraud



'LJLWDO DWWDFEFN LPSDFW PDSSF



WannaCry Attack: Response & Mitigation




WannaCry Attack: Response & Mitigation



7KH :DQQD&U\ $SWWDFN 6LJQLILFDQW (QWLWL

SXVVLD (XURSH 86% &BEQOD %%UD]LO 2WKHUYV

)
-,

ODQXIDFWXULQJ

Gas Stations

7JUDQVSRUWDWLROQ

7THOHFRPPV

)LQ DQ F LDO ATMs ATMs in India
6HUYLEHV

SWLOLWLHV (QHUJ\

SURIHVVLRQDO
6HUYLFHYV
+HDOWKFDUH S

BRXUFH 3XEOLFO\ DYDLODEOH LQIRUPDWLRQ
$GGLWLRQDOO\ VHYHUDO JRYHUQPHQW HGXFDWLRQDRS DRI L BIXE&XD D QVBLUQY HWWWUK RY H GWH Q QIHS RUMIHGY (B XV VLRQLRH @\ WBF® EIDADN (B D) SHR PIIKQIOD M QYEY HY ¥ DWLCHNY W R P VD © 2\ i PXWDR MW O V ADOIVEK X% FRPLOWY FRXUW

SXEOLF VHFXULW\ EXUHDX JRYHUQPHQW DJHQFLHV LQ ,QGLD WKH $QGKUD 3UDGHVK SROLFH GHSW

&RS\ULIJKW 6\PDQWHF &RUSRUDWLRQ



Cyber Extortion

1. With all the spend on security, why Is it getting worse?
2. UBERZand the pitfalls of paying ransoms
3. RIsk mitigation strategies



Equifax 22017 poster child

Lessons learned

1. Patch management

2. External web application testing

3. Scalability of incident response plan

4. Testing and scalability of consumer remediation measures



Email compromise/ payment
redirection fraud

Lessons learned
1. Social engineering « acommon and dangerous attack vector

2. EXxecutives are targets « anyone perceived to have decision

making authority over wire transfers
3. Security protocols must be enhanced « the human firewall «



Event Round- Up

Winston Krone Oliver Brew Sean Hoar
Kivu CyberCube Analytics Lewis Brisbois Bisgaard &
Smith LLP



Protecting your Reputation:
Responding to a Breach




Protecting your Reputation: Responding to a Breach

Mark Bannon
Head of Cyber Liability, EMEA
Zurich

Moderator



Protecting your Reputation: Responding to a Breach

T Mark Bannon, Head of Cyber Liability, EMEA, Zurich
(Moderator)

T Hans Allnutt, Partner, DAC Beachcroft LLP

T Michael Bruemmer, Vice President, Data Breach Resolution
Group, Experian

T Lawrence Dore, Partnher, Risk and Crisis Communications,
DRD Partnership



Protecting your Reputation: Responding to a Breach

Mark Bannon Michael Bruemmer

Zurich Experian
Hans Allnut Lawrence Dore

DAC Beachcroft LLP DRD Partnership
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Selling the Board on
Cyber Insurance




Selling the Board on Cyber Insurance

Shay Simkin
Managing Director
Howden Israel
Moderator



Selling the Board on Cyber Insurance

T Shay Simkin, Managing Director, Howden Israel
(Moderator)

T Lyn Grobler, Group CIO, Hyperion Insurance Group

T Valerie Jenkins, Security Officer and CIO, TSB Bank



Selling the Board on Cyber Insurance

Shay Simkin Lyn Grobler Valerie Jenkins
Howden Israel Hyperion Insurance Group TSB Bank



Managing Third Party Cyber
Risk: From Vendor to M&A




Managing Third Party Cyber Risk

Rafael Sanchez
International Breach
Response Manager

Beazley
Moderator



Managing Third Party Cyber Risk

T Rafael Sanchez, International Breach Response
Manager, Beazley (Moderator)

T Ariel Evans, CEO, InnoSec

T Matt Palmer, Group Information Security Officer, Willis
Towers Watson



Managing Third Party Cyber Risk

Rafael Sanchez Ariel Evans Matt Palmer
Beazley InnoSec Willis Towers Watson



Best Foot Forward: Presenting your
Company to the Insurance Market



Presenting your Company to the Insurance Market

Rebecca Bole
EVP & Editor-in-Chief
Advisen



Presenting your Company to the Insurance Market

T Rebecca Bole, EVP & Editor-in-Chief, Advisen
(Moderator)

T Erica Constance, Cyber Portfolio Manager, QBE
European Operations

T Sarah Neild, Senior Vice President, Marsh



Presenting your Company to the Insurance Market
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Up Periscope: Underwriting Cyber Risk

T Mark Camillo, Head of Professional Indemnity &
Cyber, EMEA, AIG (Moderator)

T Samit Shah, Insurance Solutions Manager, BitSight
Technologies

T Aloysius Tan, Product Manager, Advisen
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The Cyber Hurricane: Quantifying Aggregation

T Kimberly Manibusan, Director 2Cyber Insurance Solutions,
FICO (Moderator)

T Domenico del Re, Director, Risk Modelling Services, PwC

T Rory Egan, Cyber Actuary, Munich Re

T Adelle Gruber, Global Cyber, Privacy & Technology
Underwriter, Brit Insurance
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T David Rees, Executive Director 2Cyber London, RKH
Specialty Limited (Moderator)

T Johnny Fraser, Cyber Reinsurance Broker, Capsicum Re

T Russell Kennedy, Divisional Director, Brit Insurance

T Julian Miller, Partner, DAC Beachcroft LLP

T Jacqueline Spencer -Sim, Cyber Liability Class Underwriter,
Axis Capital

T Scott Stransky, Assistant Vice President & Principal Scientist,
AIR Worldwide
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Department of Computer Science

University of Oxford



The Cybersecurity Challenge:

Emerging risks iIn complex environments

Dr Jason R. C. NuiBaD. MSc. BSc. MBCS
Senior Researcher, Department of Computer Science, University of Oxford

JR Fellow, Wolfson College, University of Oxford

jason.nurse@cs.ox.ak
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emerging * risks

1 and some very present!



WEF
Global
Risks

Landscape
2018

World Economic Forum,
The Global Risks Report 2018



top 5 Global Risks Iin terms of ikelihood

World Economic Forum, The Global Risks Report 2018



organisational perspective

Increasing reliance on technology, which leads to an increased attack
surface

Lots more: remote hacks on the Jeep Cherokee, malware infection of the Ukraine Power plant, WannaCry and NHS



attacker perspective

fVastly Increased threat capabilities

fAIS A e JvoC 8§ e85 ~ A ]38
attack 2015)

fCustomised information-stealing malware
can be purchased for $300 (Secureworks, 2018)

fData openly available on organisations,
their employees and customers

flncreasing amount of hacked and leaked
credentials found on the dark web

fSoclal media (esp. LinkedIn) have become
/ | (E o [ %0 (F ] U (E } V V ] oo S } } O e http://www.bbc.co.uk/news/technology-35213415



choosing/suggesting the
TULJKW:- VHFEXULW\




ISO/IEC 27000-series

*version 7 launch March 19 th

*version 1.1 available in Spring 2018



selecting/prioritising controls Is difficult
due to Interdependencies

SANS/CSC-20 control dependencies graph

CSC 6: Maintenance,
Monitoring, and
Analysis of Audit Logs

CSC 16: Account
Monitoring and Control

CSC 17: Security Skills
Assessment and
Appropriate Training to
Fill Gaps



lack of objective data about the
effectiveness of controls and residual risk

Majority of data is based on opinions and may also not incorporate control dependencies



a modael to reason about
risk, control effectiveness
and value- at-risk



the model aims

fFaclilitate the definition of corporate assets and the modelling of how they are associated

fWhere I1s my data stored? What other systems or people have access to that data? If a system fails, wha
other systems will be impacted?

fEnable the modelling of harms (negative impacts) related to attacks on corporate assets

fWhat specific harms may occur If an asset or set of assets Is attacked? What secondary harms may be
triggered after an initial attack?

fEstimate the valueat-risk from a cyberattack
fConsidering the attack likelihood, what Is the vaalaisk?

fReason about the impact/effectiveness of specific security controls in reducing harms and
value-at-risk

fHow does implementing control X over control Y benefit my organisation?



the mode|






modelling corporate assets



assets, cyber-harms (direct and indirect)



attacks,
VaR and
controls



modelling and incorporating risk control
effectiveness and residual risk



research in partnership

fOur research Is conducted In collaboration with and
sponsored by AXIS Insurance Company. Thanks!!

fThe academic team from the University of Oxford are
Professor Sadie Creese, Professor Michael Goldsmith,
Professor David Upton, Dr loannis Agrafiotis,

Dr Arnau Erola and Dr Jason R C Nurse

https://www.novae.com/files/Modelling_the cyber gap.pdf



Thanks for li stening!

Dr Jason R. C. NuiBaD. MSc. BSc. MBCS
Senior Researcher, Department of Computer Science, University of Oxford

JR Fellow, Wolfson College, University of Oxford

jason.nurse@cs.ox.ak
@jasonnurse
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T Bob Parisi, Managing Director, Marsh (Moderator)

T Lyndsey Bauer, Partner, Paragon International Insurance
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T Graeme Newman, Chief Innovation Officer, CFC
Underwriting

T Dan Trueman, Global Head of Cyber, AXIS Insurance
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