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�‡ �$�P�D�U���0�D�Q�]�R�R�U�����$�X�W�K�R�U�������7�K�H���$�U�W���2�I���,�Q�G�X�V�W�U�L�D�O���:�D�U�I�D�U�H�����&�R���$�X�W�K�R�U���R�I���6�3�(�&�7�5�(���$�+�:���:�D�U�I�D�U�H���(�[�H�U�F�L�V�H��
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�‡ �&�R�Q�W�D�F�W�����%�/�$�&�.�2�3�6���'�L�U�H�F�W�R�U���K�R�W�O�L�Q�H�������������������������������������R�U���F�R�Q�W�D�F�W���D�W���E�O�D�F�N�R�S�V�S�D�U�W�Q�H�U�V���G�R�W���F�R�P��
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�‡ Sarah Stephens,  Head of Cyber, Tech and Media E&O, JLT 
Specialty (Moderator) 

�‡ Jeremy Harvey,  Vice President, Group Insurance, Barclays 
�‡ Elizabeth Queen,  Vice President Risk Management, Wolters 

Kluwer 
�‡ Henriette Scotwin Guespereau,  Lead Risk Advisor, Maersk 
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�‡ Winston Krone,  Managing Director, Kivu (Moderator) 
�‡ Oliver Brew,  Head of Client Services, CyberCube 

Analytics 
�‡ Sean Hoar,  Partner, Lewis Brisbois Bisgaard & Smith LLP 

Event Round- Up 



The Best of 2017 
Specific events that symbolized 2017 

 
1. Destructionware �² e.g. Wannacry/NotPetya 
2. Surge in cyber extortion (and size of ransom demands) 
3. Equifax  
4. Email compromise/ Payment redirection  fraud  
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WannaCry Attack: Response & Mitigation 
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ATMs 

Gas Stations 

Hospitals in Indonesia 
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Cyber Extortion 
 

1. With all the  spend  on  security,  why is it getting worse? 
2. UBER �² and the pitfalls of paying ransoms 
3. Risk mitigation strategies 



Equifax �² 2017 poster child 
Lessons learned 
1. Patch  management 
2. External web application testing 
3. Scalability of incident response plan 
4. Testing and scalability of consumer remediation measures 



 
 

Email compromise/ payment 
redirection fraud 

Lessons learned 
1. Social  engineering  �«  a common and  dangerous  attack  vector  
2. Executives are targets �«  anyone perceived to have decision 

making authority over wire transfers 
3. Security protocols must be enhanced �«  the human firewall �«  
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�‡ Mark Bannon,  Head of Cyber Liability, EMEA, Zurich 
(Moderator) 

�‡ Hans Allnutt,  Partner, DAC Beachcroft LLP 
�‡ Michael Bruemmer,  Vice President, Data Breach Resolution 

Group, Experian 
�‡ Lawrence Dore,  Partner, Risk and Crisis Communications, 

DRD Partnership 

Protecting your Reputation: Responding to a Breach 



Mark Bannon 
Zurich 

Hans Allnut 
DAC Beachcroft LLP 

Lawrence Dore 
DRD Partnership 

Michael Bruemmer 
Experian 

Protecting your Reputation: Responding to a Breach 



Thanks to our Sponsors! 





Selling the Board on 
Cyber Insurance 



Selling the Board on Cyber Insurance 

Shay Simkin 
Managing Director 

Howden Israel 
Moderator 



�‡ Shay Simkin,  Managing Director, Howden Israel 
(Moderator) 

�‡ Lyn Grobler,  Group CIO, Hyperion Insurance Group 
�‡ Valerie Jenkins,  Security Officer and CIO, TSB Bank 
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�‡ Rafael Sanchez,  International Breach Response 
Manager, Beazley (Moderator) 

�‡ Ariel Evans,  CEO, InnoSec 
�‡ Matt Palmer,  Group Information Security Officer, Willis 

Towers Watson 
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�‡ Rebecca Bole, EVP & Editor-in-Chief, Advisen 
(Moderator) 

�‡ Erica Constance,  Cyber Portfolio Manager, QBE 
European Operations 

�‡ Sarah Neild,  Senior Vice President, Marsh 
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�‡ Mark Camillo,  Head of Professional Indemnity & 
Cyber, EMEA, AIG (Moderator) 

�‡ Samit Shah, Insurance Solutions Manager, BitSight 
Technologies 

�‡ Aloysius Tan,  Product Manager, Advisen 
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�‡ Kimberly Manibusan,  Director �² Cyber Insurance Solutions, 
FICO (Moderator) 

�‡ Domenico del Re,  Director, Risk Modelling Services, PwC 
�‡ Rory Egan,  Cyber Actuary, Munich Re 
�‡ Adelle Gruber,  Global Cyber, Privacy & Technology 

Underwriter, Brit Insurance 
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�‡ David Rees,  Executive Director �² Cyber London, RKH 
Specialty Limited (Moderator) 

�‡ Johnny Fraser, Cyber Reinsurance Broker, Capsicum Re 
�‡ Russell Kennedy,  Divisional Director, Brit Insurance 
�‡ Julian Miller,  Partner, DAC Beachcroft LLP 
�‡ Jacqueline Spencer -Sim, ��Cyber Liability Class Underwriter, 

Axis Capital 
�‡ Scott Stransky,  Assistant Vice President & Principal Scientist, 

AIR Worldwide 
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�‡ John Merchant,  Director of Cyber Insurance, Cyence 
Risk Analytics (Moderator) 

�‡ Jamie Bouloux,  CEO, EmergIn Risk 
�‡ Ben Hobby, Partner, RGL Forensics 
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Afternoon Keynote Address 

Dr Jason R C Nurse 
Senior Researcher, 

Department of Computer Science 
University of Oxford 
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The Cybersecurity Chal lenge:  
Emerging risks in complex environments  

Dr Jason R. C. Nurse PhD. MSc. BSc. MBCS 
Senior Researcher, Department of Computer Science, University of Oxford 
JR Fellow, Wolfson College, University of Oxford 

 

@jasonnurse 

jason.nurse@cs.ox.ac.uk 
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emerging 1 risks 

1 and some very present!  



���� ��

WEF 
Global  
Risks  
Landscape 
2018  

World Economic Forum,  
The Global Risks Report 2018 



���� ��World Economic Forum, The Global Risks Report 2018 

top 5 Global Risks in terms of likelihood 



organisational perspective  

Increasing reliance on technology, which leads to an increased attack 
surface 

���� ��Lots more: remote hacks on the Jeep Cherokee,  malware infection of the Ukraine Power plant, WannaCry and NHS 



attacker perspective  

���� ��

�ƒVastly increased threat capabilities 
 

�ƒ�^�/�š���Á���•���}�v�o�Ç�������š���•�š�_���~���������Á�����•�]�š���� 
attack 2015) 

�ƒCustomised information-stealing malware 
can be purchased for $300 (Secureworks, 2018) 

 
 

�ƒData openly available on organisations,  
their employees and customers 
 

�ƒIncreasing amount of hacked and leaked 
credentials found on the dark web 

�ƒSocial media (esp. LinkedIn) have become 
�Z�����l���Œ�•�[���‰�Œ�]�u�����Œ�����}�v�v���]�•�•���v�������š�}�}�o�• http://www.bbc.co.uk/news/technology-35213415 
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choosing/suggesting the  
�¶�U�L�J�K�W�·���V�H�F�X�U�L�W�\���F�R�Q�W�U�R�O���V�� 
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ISO/IEC 27000-series 

*version 7 launch March 19 th  

*version 1.1 available in Spring 2018 



���� ��SANS/CSC-20 control dependencies graph  

selecting/prioritising controls is difficult  
due to interdependencies  

CSC 6: Maintenance, 
Monitoring, and 
Analysis of Audit Logs 

CSC 16: Account 
Monitoring and Control  

CSC 17: Security Skills 
Assessment and 
Appropriate Training to 
Fill Gaps  
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lack of objective data about the  
effectiveness of controls and residual risk  

Majority of data is based on opinions and may also not incorporate control dependencies 
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a model to reason about 
risk, control effectiveness 

and value- at -risk 



the model aims 
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�ƒFacilitate the definition of corporate assets and the modelling of how they are associated  
�ƒWhere is my data stored? What other systems or people have access to that data? If a system fails, what 

other systems will be impacted? 

�ƒEnable the modelling of harms (negative impacts) related to attacks on corporate assets 
�ƒWhat specific harms may occur if an asset or set of assets is attacked? What secondary harms may be 

triggered after an initial attack? 

�ƒEstimate the value-at-risk from a cyberattack 
�ƒConsidering the attack likelihood, what is the value-at-risk? 

�ƒReason about the impact/effectiveness of specific security controls in reducing harms and 
value-at-risk   
�ƒHow does implementing control X over control Y benefit my organisation? 



the model 





modelling corporate assets 



assets, cyber-harms (direct and indirect) 



attacks,  
VaR and  
controls 



modelling and incorporating risk control  
effectiveness and residual risk 



research in partnership 

�ƒOur research is conducted in collaboration with and 
sponsored by AXIS Insurance Company. Thanks!! 
 

�ƒThe academic team from the University of Oxford are 
Professor Sadie Creese, Professor Michael Goldsmith, 
Professor David Upton, Dr Ioannis Agrafiotis,  
Dr Arnau Erola and Dr Jason R C Nurse 
 
 
 

https://www.novae.com/files/Modelling_the_cyber_gap.pdf 
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Thanks for li stening!  

Dr Jason R. C. Nurse PhD. MSc. BSc. MBCS 
Senior Researcher, Department of Computer Science, University of Oxford 
JR Fellow, Wolfson College, University of Oxford 

 

@jasonnurse 

jason.nurse@cs.ox.ac.uk 
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