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Please join Advisen for this lunch workshop as
we discuss our strategy fo elevate our product
offerings through ‘actionable intelligence’.
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Wave of Cyber Insurance

Development of cyber insurance may follow several waves, gradually expanding from core propositions
focusing on digital assets, to new products covering other asset classes or with non-cyber perils.

Other intangible assets

Physical Bl with
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CYBER RISK

e S3trillion: cost to the global economy from cyber crime in 2015. Likely
to double by 2021.

* Cyber insurance premiums to reach $20 billion by 2026.

* 60% of UK small businesses experienced a cyber attack in 2014, at an
average cost of £90,000.

* Hiring a botnet costs $38/hr and the average cost to a target company
is £40,000.

* Top 5 sectors: healthcare, manufacturing, financial services, govt,
transport.

* Most common attack methods: Insider, DDoS, Malware.



GLOBAL COLLISIONS:
The Asian Century
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GLOBAL COLLISIONS:
A Changing World

The African bulge
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GLOBAL COLLISIONS:
The Fourth Industrial
Revolution
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War in the 21st Century
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The Nature of War
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UK Relationships On The Spectrum
Of Cooperation To Conflict
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Extremism and Terrorism




‘GREY SPACE’/HYBRID CONFLICT

Violent Extremists Behaving Like
States ——r




Disruptive:
Sony Pictures Entertainment

“'

SONY

PICTURES

« 24" November 2014

 Huge amount of data deleted.

« Data also released onto open source platforms.

» Sony Pictures Entertainment crippled and for several

weeks — employees resorted to hand-written internal
communications instead of email.

* Likely perpetrator: DPRK government




Disruptive:

Dyn (DNS Provider)
213t October, 2016
www.google.co.uk = 216.58.195.68
DDoS attack targeted Dyn’s servers overpowering them
Consequently, firms who use Dyn as their DNS provider

(e.g. Twitter) found Internet users could not access their
websites.

Several million Internet users in the US were left unable to
reach desired sites for a total of nearly 6 hours.

Likely perpetrator: Unknown




Offensive:
Estonia

* Beginning 26th April 2007

 Three weeks of sustained DDoS attack against all
aspects of Estonia’s civil society:
 Government
» Political Parties
« Banking System
* Education Facilities
 News media
 Businesses

e Dubbed ‘Web War One’

* Likely perpetrator: Russia




Offensive:
Ukrainian National Grid

o 231 December 2015

« Malware cyberattack against the Ukrainian UKraimnian National

National Grid
« 230,000 homes without power for 6 hours

network G ‘ d

* 6 months to remove the malware from the

* A demonstration of capability

* Likely perpetrator: coordinated by Russia
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Emotion and Perceptions beat




CYBER: WHERE WE ARE NOW

* Acknowledged as a major standing risk to enterprises and institutions. 50%
of CEOs think they have some cyber insurance, 10% actually do.

* Limited by habit and preference to the level of an event connected to
criminality, espionage, or influence — not to state confrontation or conflict.
Does intent and attribution affect insurance, and can it be proven?

e Supported better by Govt: the National Cyber Security Centre, but a mix of
standards and recommendations. Boards often lack cyber expertise.

* Led by cooperation, not much law or regulation —the EU GDPR will change
aspects of this, but is a policy of consent and consensus robust enough?

* No alliance structures for directed cyber coordination in conflict.
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Combinations of technologies will win
the future in all walks of life




Complex networks of new technologies
bring new value and new risks
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Death By Toaster
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CYBER: THE FUTURE

* New risks: expanding from networks and data to widespread Al, robotics,
drones, AR, and autonomy in innovative combinations in the ‘metaverse’.

* Boards must be held to account for how value, operations, and reputations
are protected against cyber as often it will be their greatest strategic risk.

* Cyber insurance will need to consider bounding: accidents, negligence,
crime, disaster, terrorism, state confrontation, and conflict.

* Cyber insurance will be a core aspect of investor and customer assurance,
a source of competitive advantage, and an important resilience tool.

* A stronger Govt/private sector partnership will be required, underpinned
by common education & training, law, regulation, sharing of intelligence,
and communication

* Somebody will make a fortune.
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=CL The Legal Question

SEIGER GFELLE R LAURIE™

The Legal Question

To what extent can the information disclosed in applications, pre-
commitment and pre-breach cybersecurity risk assessments, and
post-event forensic reports be obtained by third parties?




@ Privileges and Protections

SEIGER GFELLE R LAURIE™

There is no general insured-insurer privilege. For communications to
be shielded from third parties, they need to fall within:

Attorney-Client Privilege
Work Product Protection
The Common Interest Docirine




<™  Attorney-Client Privilege

SEIGER GFELLER LAURIE™

Treatment of attorney-client privilege varies depending on the state and the
court.

In general, to be privileged, communications must be made in confidence, for
the purpose of obtaining or providing legal advice or assistance.

Under the “significant purpose” rule, not universally adopted, but which has
begun to emerge in the last few years, if there are multiple or blended reasons
for a corporate internal investigation, the privilege attaches as long as
providing legal advice was a significant purpose of the investigation.

Transmission to third parties waives the privilege. o




@ Work Product Protection

SEIGER GFELLER LAURIE™

This is a doctrine based on procedural rules. It protects from disclosure documents or
tangible evidence prepared by a party or the party’s attorney in anticipation of
litigation, unless there is a showing of substantial need and undue hardship. Opinion
work product, which reflects mental impressions or conclusions, opinions or theories of
counsel or consulting experts, cannot be disclosed unless there is a showing of
exiraordinary need.

Work product protection is more robust than attorney-client privilege. The general rule is
that fransmission to third-parties does not waive the protection unless doing so
substantially increases the opportunities for adversaries or potential adversaries to
obtain the communications.

Many documents will be subject to both attorney-client privilege and work product
orotection. 80




B Common Interest Doctrine

SEIGER GFELLER LAURIE™

The Common Interest Docirine extends attorney-client privilege and work
product protection. It permits sharing of communications with certain parties
without waiving them as respects others.

The original communications must themselves meet the requirements of privilege
or work product protection.




= Common Interest Doctrine

SEIGER GFELLER LAURIE™

What is a “Common Interest”?

This varies across jurisdictions. Some require the parties’ legal interests to be identical, but most do not.

Some courts recognize a common interest even where the interests are less than “identical” and it appears
the parties would become adverse in the future. It is sufficient that a limited common purpose makes
disclosure to another party necessary, even where a subsequent lawsuit between those parties is
foreseeable.

However, in a 9/11 insurance litigation case, insurers successfully sought o compel testimony on
communications between the attorneys for the Silverstein parties (the insured) and their broker, Willis.
The SDNY found that the interests of Silverstein and Willis may have been aligned against the insurers, but
were not “identical” enough for the common interest doctrine to apply.

A leading formulation in the Second and Third Circuits is that communications are protected when the
parties engage in a common legal enterprise and are part of an ongoing and joint effort to set up a
common legal strategy.

82




B Common Interest Doctrine

SEIGER GFELLER LAURIE™

At What Point Does It Attach?

This too varies across jurisdictions. It may or may not require a that there be a
reasonable anticipation of litigation.




@ Applications and Non-Disclosure
CEREEERETE Agreements

Applications

Sophisticated insureds with large programs tend to request that the
insurers execute non-disclosure agreements.




@ Pre-Commitment and Pre-Breach
CEREEEEETT Cybersecurity Risk Assessments

Pre-Commitment and Pre-Breach Cybersecurity Risk Assessments

In analyzing these, the best analogy is to internal corporate compliance investigations. For privilege
to attach, the investigation needs to be expressly for the purpose of facilitating the rendition of
legal advice or service in the course of a professional relationship, or at least that needs to be a
significant purpose. The law varies across jurisdictions.

The CRA should be directed by outside counsel.
The consultants and other experts should be engaged by outside counsel.

Communications in the course of the investigation should be directed by counsel.

Couris have recognized sham attempts such as simply involving outside counsel in an investigation
spearheaded internally by business people. They have referred to them as “gimmicks” and not
found their communications to be privileged.




=Cl Post-Event Forensic Reports

SEIGER GFELLER LAURIE™

Guidance So Far, As Against Third-Party Claimants

Genesco, Inc. v. Visa U.S.A., Inc., et al, 302 F.R.D. 168 (M.D. Tenn 2014)
Genesco is trying to recover $13.3 million in non-compliance fines and
reimbursement assessments which it paid to merchant banks, on the grounds
that the fines and assessments lack a factual basis. Following a breach in
2009-10, in addition to the PCI forensic investigator, Genesco hired a
cybersecurity firm to provide technical and consulting services to outside
counsel. Visa sought discovery of their communications. Applying California
law, the court protected the materials under the attorney-client privilege and
work product protection, as well as the non-testifying expert privilege. This
holding was reaffirmed in a subsequent Order entered on March 25, 2015,
extending it to a third cybersecurity investigator. o




> Post-Event Forensic Reports

SEIGER GFELLER LAURIE™

In re Target Corporation Customer Data Security Breach Litigation, MDL No. 14-2522 (PAM/JJK) (D.Minn. Oct
23, 2015)
After Target’'s 2013 Data Breach, Verizon Business Network Services investigated the breach, and
established two separate teams within Verizon. One team conducted the PCl investigation on behalf of
the credit card companies. This was a non-privileged, ordinary-course-of-business investigation. The
second team was engaged by Target’'s outside counsel within the framework of a “Data Breach Task
Force” created to enable counsel to provide legal advice to Target, including legal advice in
anticipation of litigation and regulatory inquiries. The two teams did not communicate with each other
about the substance of the attorney-directed investigation. After an in camera inspection, the
Magistrate upheld Target’s attempt to withhold materials from its Data Breach Task Force on grounds of
aftorney-client privilege and work product protection. The Magistrate protected communications with
the Verizon team assigned to the Data Breach Task Force, Verizon’s report to the Task Force, and emaiils
among the Task Force members, which included lawyers and non-lawyers. The only exception to
protection were email updates from Target’s CEO to the Board of Directors.
Note: Target did produce documents and tangible things, including forensic images, from which plaintiffs
could learn how the data breach occurred and Target’'s response. Thus plaintiffs could not make a showing
of substantial need that might have overcome work product profec:ﬁo%.7




@ Practice Pointers

SEIGER GFELLER LAURIE™

Practice Pointers

Primary or excess insurers can enter into a written Confidentiality, Non-Waiver and
Common Interest Agreement with the Insured, making a record that the privilege is
being relied on contemporaneously. It should:

Define common interests;
Confine disclosures to those that support common interests;
State that no disclosures with respect to adverse interests will be made; and
Memorialize the expectation of privacy and incorporate mechanisms to promote it.
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* Hans Allnutt, Partner, DAC Beachcroft LLP (Moderator)

e Noona Barlow, European Head of Liabllities & Financial
Lines Claims, AIG

e James Burns, Cyber Product Leader, CFC

e Ben Hobby, Parther, RGL Forensics

e Glyn Thoms, Executive Director Cyber & TMT, Willis Towers
Watson
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