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Corporation 

 

3,000+ 
Engineers & Researchers 

64,000+ 
Data Centers Protected 

385,000 
Customers Worldwide 

 

 

175 Million 
Endpoints Protected 

12,000+ 
Cloud Apps Protected 

2 Billion 
Emails Scanned Daily 

1 Billion 
Web Requests Categorized Daily 

4 Million 
Previously Unseen Threats Per Day 

2000+ 
Total Patents 

 

Symantec + Blue Coat + Life Lock by the 

numbers 
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SyŵaŶtec’s oŶliŶe uŶdeƌwƌitiŶg tool offers intelligence using publicly 

available data, aggregated Symantec telemetry and our security expertise 

Application Data Access 
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Highlights 



1 Click 
1 Company 

A data driven approach using publicly discoverable information about that 

company as well as aggregated internal information about similar companies  

Specific Outside Intelligence 

Vulnerabilities 
 

Financials 
 

Security Configurations 
 

Breaches 
 

Aggregated Inside Intelligence 

Attackers 
 

Configurations 
 

Technologies 
 

Product telemetry  
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Symantec Underwriting Philosophy 
͞Always askiŶg the ƌight ƋuestioŶs!͟ 
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• Carrier Specific 

regulatory 

insight 

• Detailed 

Explanations for 

clear 

underwriting 

• Industry Study 

of recent 

trends in attack 

vectors 

• Industry Study 

of Underwriting 

Questions 

across the USA 

Head 

Underwriters 

of top carriers 

CISOs 

of F500 

Head 

Underwriter 

Symantec 

Cyber 

Security 

Experts 

Category 
SubCategory 

Data 

Type of 
Incident 

Phishing 
Attack 

Internal Threat 

Employees’ 
data access 
credentials 

How many 
privileged 

users are there 

(domain 
administrators, 

systems 

administrators, 
DBAs,)?  

ATPN 

DataInsight 
How many of 

them have 
privileged 

access versus 
͞as Ŷeeded͟ 

access?  
How is 

privileged 
access 

determined?  
How are 

access keys 
managed?  

Vulnerability 

Apparent Goal 

Apparent 
Motivation 

Financial 

Activism 

State 
Sponsored 

Skills in Place Skills: 

Ability to 
prioritize and 
protect highly 

sensitive data 
and prioritize 

who has 

access to this 
data  

Does the firm 
sequester its 

most sensitive 

data?  

Does the firm 
have a 

hierarchy of 

employees 
who have 

access to this 

data? How is it 
determined?  

Understand 
and anticipate 
human error or 

intentions  

How do you 
monitor those 
with privileged 

access?   

If employees 
at points of 

sale have 

access to PCI, 
PHI, Social 
Security 

numbers, etc., 
how are they  monitored?  Does the firm 

monitor 
behavior of 

employees 
with access to 

PCI, PHI, or 

other sensitive 
data?  

Understand 
new tactics 

employed by 

cyber 
attackers  

How plugged 
in is a firm to 

gathering 

intelligence 
about cyber 

attacks?  

Is it a member 
of an 

organization 

such as 
Information 

Sharing 

Analysis 
Center (ISAC)?  

What is the 
plan for 
evolving 

security?  

Incident 
Detection 

Technology 

Contributing 
Causes 

Infrequency 
and simplicity 

of a firm’s 
control 

changes (not 
something like 

changing 
passwords)  

Has the firm 
implemented 
DMARC for all 

outbound 
email? Enforce 

inbound 

filtering?  

How has the 
firm upgraded 

its email 

gateway 
payload 

inspection and 

filters?  

Does the firm 
sinkhole all 

new domains 

for 48 hours?  
How 

frequently are 
these control 

changes done? 
Monthly? 

Weekly? Daily?  

Failure to 
manage third-
party vendors 

with access to 
data  

How many 
third-party 

access licenses 

are granted?  
How are these 
third parties 
monitored?  

Are there 
similar levels 

of control 

applied to 
third parties as 
those applied 

to internal 
stakeholders?  Inability to 

properly 
manage web 

applications  

How is the firm 
improving 
software 

resiliency for 
web and 
mobile 

applications?  

Does the firm 
utilize 

application 

white listing?  

Costs 

Notification 

Business 
Interruption 
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430+ 
Deep Dive Questions available in 

dynamic questionnaire 

23 
Policy Specific Sections to tailor 

Underwriting by the numbers: Extensive data made readily available to 
underwriters in an efficient and easily consumable form 

200,000+ 
Companies with enhanced 

underwriting data 

130 Million 
Domains with basic IT and 

security data  

200+ 
Internal Cyber Security Metrics 

200+ 
External Cyber Security Metrics 

7 Million 
Companies with standard 

underwriting data 

Extensive company coverage 
Readily available quantitative data 

on companies 
Insight to drive qualitative assessments 

and drive more business 

100 
Cyber security scenarios with 

sized financial impacts for your 

clients 

90% 
Faster Underwriting, in some cases  
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Exposure and Security Information enables Company Specific Questions 
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Save Time and Improve Risk Selection  

5 Question Shortcuts 

420 Deep Dive Questions 



Questions & Answers 

Nikon Rasumov, Director PM 
nikon_rasumov@symantec.com 
Cyber Insurance Group, Symantec Corporation 



Thank you, panelists! 

Nikon Rasumov 
Director of Product,  

Symantec 

Tim Fitzgerald 
VP & Chief Security Officer 

Symantec 

Jay Sarzen 
Research Lead 

Aite Group  
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Register now!  

“…addressing the critical 
privacy, network security and 

cyber insurance 

issues confronting risk 

professionals and their 

organizations.” 

Visit www.advisenltd.com/media/conferences/  

for more information and to register 

http://www.advisenltd.com/media/conferences/


New! ExposureVue™ 

Advisen’s ExposureVueTM provides structured 
time series company, industry, and financial 
data to augment loss modeling, estimation of 
available market opportunities, and risk 
mitigation analytics. Securities and DUNS 
Numbers datasets (not time series) are also 
available as part of ExposureVue.. 

 Coming April 2017 
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Advisen Ltd. 

1430 Broadway 

8th Floor 

New York, NY 10018 

www.advisenltd.com 

Phone +1.212.897.4800 

advisenevents@advisen.com 

http://www.advisenltd.com/


About Advisen Ltd.  
Advisen is the leading provider of data, media, and technology solutions for the commercial property and casualty insurance 

market. Advisen's proprietary data sets and applications focus on large, specialty risks. Through Web Connectivity Ltd., Advisen 

provides messaging services, business consulting, and technical solutions to streamline and automate insurance transactions. 

Advisen connects a community of more than 200,000 professionals through daily newsletters, conferences, and webinars. The 

company was founded in 2000 and is headquartered in New York City, with offices in the US and the UK.   

+1 (212) 897-4800 | info@advisen.com | www.advisenltd.com 

Leading the way to smarter  

and more efficient  

risk and insurance communities.  

Advisen delivers:  

the right information into  

the right hands at  

the right time  

to power performance.  


