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Bridging the Gap on Breaches:
What Makes the Difference?

Visit www.advisenltd.com at the
end of this webinar to download:
— Copy of these slides
— Recording of today’s webinar

— Corresponding whitepaper -
coming soon!
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About Advisen

Advisen delivers:

the right information into
the right hands at

the right fime

to power performance.

www.advisenltd.com
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Today’s Panelists

David Bradford Jay Jacobs Holly Ridgeway
Chief Strategy Officer and Senior Data Scientist, Director, Information Security
Director of Strategic BitSight Programs,
Partnership Development, FireEye
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i How can overall good

cyber hygiene
decrease the risk of a

security breach? Erin Ayers
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l How botnet
infections &
machine
compromise
increase the
likelihood of a
breach?

A B or worse

BitSight Botnet Grade
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i Cerlificate mismanagement displays a
lack of attention to detail. How does it
factor into breaches?

Bad Mgmt  Good Mgmt
Cert. Management
(self-signed, expired)
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i Can having multiple unique
services or ports open to
the public contribute to
experiencing a breach?

Erin Ayers
Advisen
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i Open Ports Lead to Problems
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No Open Open to Internet No Open Open to Internet No Open Open to Internet
Services Services Services

Remote Admin. Services Unencrypted Services Open Database Services
(mssql, mysql, postgres)
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i Can you describe some
of the key ways to better
defend a system or
network?

Erin Ayers
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i Can assessing some of
these breach factors
assist cyber insurers in the
underwriting process?

Erin Ayers
Advisen

David Bradford Jay Jacobs Holly Ridgeway
Advisen BitSight FireEye

 \
S\
Ad\/|Se| |
V/ &E’Q)‘ i ) _ 14
¥ Transforming e Insurance



l Root Causes of Data Breaches

Web Apps
Other/Unknown
Privilege Abuse

Point of Sale

81
Sie
52

Crimeware

Web Defacement

Unsecured Database
Espionage(Intellectual Property) @15

Lost / Stolen Asset,Privilege Abuse |1
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Thank you to today’s panelists!

David Bradford Jay Jacobs Holly Ridgeway
Chief Strategy Officer and Senior Data Scientist, Director, Information Security
Director of Strategic BitSight Programs,
Partnership Development, FireEye
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Adyvisen’s 2017 Cyber Guide

GET YOUR BRAND IN FRONT

of ADVISEN'S

WHO CARE ABOUT CYBER RISK WITH 201 7
= ULTIMATE GUIDE TO GYB CYBER

Complete the 2017 THE ULTIMATE GUIDE
. . o CYBER SERVICE PROVIDERS
Cyber Service Provider Survey!

www.advisenltd.com/2017-cyber-survey/
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l Register now!

INSIGHTS CONFERENCE

FEB 14-15, 2017
SAN FRANCISCO

REGISTER NOW!

Cyber

- :
7 MARCH 2017
LONDON
‘Reister Now I
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INSIGHTS CONFERENCE

MAY 16-17, 2017

CHICAGO
!

b Advsen

Visit www.advisenltd.com/events/conferences/

for more info and to register!
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Contact Us

Advisen Ltd.

1430 Broadway

8 Floor

New York, NY 10018
www.advisenltd.com

Phone +1.212.897.4800
advisenevents@advisen.com
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Leading the way to smarter
and more efficient
risk and insurance communities.

Advisen delivers:

the right information into
the right hands at

the right time

to power performance.

About Advisen Lid.

Advisen is the leading provider of data, media, and technology solutions for the commercial property and casualty insurance
market. Advisen's proprietary data sets and applications focus on large, specialty risks. Through Web Connectivity Ltd., Advisen
provides messaging services, business consulting, and technical solutions to streamline and automate insurance transactions.
Advisen connects a community of more than 200,000 professionals through daily newsletters, conferences, and webinars. The
company was founded in 2000 and is headquartered in New York City, with offices in the US and the UK.

+1 (212) 897-4800 | info@advisen.com | www.advisenltd.com



