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Visit at the
end of this webinar to download:
- Copy of these slides
- Recording of today's webinar
- White Paper Download "Spear Y erarttora
Phishing Attacks: Reeling in
Corporate America"
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About Advisen

Advisen generates, integrates, analyses and
communicates unbiased, real-time insights for the
global community of commercial insurance
professionals. As a single source solution, Advisen
helps the insurance industry to more productively
drive mission-critical decisions about pricing, loss
experience, underwriting, marketing, transacting or
purchasing commercial insurance.
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1) What is spear phishing
and why is it different?
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2) Why are attackers so

successful?
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3) How can corporations
mitigate the risk of attacks?
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Step 1 - Explain to them what spear phishing / phishing is. Don’t take
for granted that everyone knows about it or understands it.

« Educate employees about spear phishing scams targeted at

businesses via phone calls, emails, text messages, etc.

< Make sure employees know what type of information should never
be changed or released to someone who doesn’t have an approved
reason for needing it.

< Test employees with fictitious emails, links, phone calls.

Hold employees accountable.
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Step 1 - Authentication measures

uil ,rulesfand prpcesseds around how to handle email requests to change
anking information and how to handle internal transfer requests.

Any change to vendor or client bank information must be authenticated.

ave a cgll ack procedure in place to validate all vendor or client requests to

change bank account information.

Validate all internal requests to transfer funds.

If a phone call to transfer funds doesn’t seem right it probably isn’t.
Don’t be afraid to question the caller.

Never let the urgency of the call influence your assessment of the call.

Make sure employees are clear on what normal internal transfer protocol
requires.
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"Spear Phishing Attacks: Reeling in
Corporate America" White Paper
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