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About Advisen

Leading the way to smarter and more
efficient risk and insurance communities,

Advisen delivers:
the right information into

the right hands af
the right time
to power performance.

www.advisenltd.com
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Today’'s Moderator

Rebecca Bole
EVP & Editor-in-Chief
Advisen

Contfact at rbole@adyvisen.com
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Vice President, Director of Security Solutions, VP/ National Cyber Risk Practice Head of Cyber Innovation,
Council of Supply Chain TSC Advantage Leader, Novae
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i Cybersecurity Regulations

Health Insurance Portability and Accountability
Act (HIPAA)

Gramme-Leach-Bliley Act
Federal Information Security Management Act

(FISMA)

Regulators By Sector

Financial

*SEC
«OCC

e FFIEC

* CFPB

* NY DFS

Retail
« PCI DSS 3.0

Energy

e FERC
* NERC CIP

Health
s HIPAA

Defense

* DFARS
* PGl
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Final Panelist Takeaways

Chris Adderton

« Do you know who is managing risk as if
relates to the supply chain in your
organizatione

« Conduct a basic assessment as a first
step. Be proactive. Don't wait until o
problem has happened

 Be prepared to put a business context
around what you're protecting and how
it may be vulnerable due to third party
dependencies

A Advisen



Final Panelist Takeaways

Rob Rosenzweig
« Risk rate vendors and suppliers based on
— Their cyber risk hygiene

— Their level of access to your digital
ecosystem

— Your dependence on the vendor/supplier

* |In doing so you will understand the potential risk
to your organization and can develop a
response plan accordingly

« QOrganizations that have a response plan in
place are best positioned to deal with an
incident and minimize the cost and reputational
impact
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Final Panelist Takeaways

Michael Shen

« Cyber market is not commoditized so varying levels of
cover for supply chain risks

« Check your wording - definition of “Insured’s Network,” and
“*Outsource Service Providers and Cloud Service Providers.”
Does the supply chain coverage provided in your wording
extend to tech vendors only or beyond this to all vendors?

« Be prepared to share with Underwriter how you have
managed your supply chain risk. With market innovation and
broader coverage options, coverage around supply chain is
possible for those that can demonstrate this

« Careful vendor selection and contractual controls including
right to audit and indemnifications where available are key

 As more and more risk moves from physical to intangible,
supply chainrisk is a key frontier for Insurers. Those willing to
innovate around this will prosper
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Final Panelist Takeaways

Will Durkee

« Cybersecurity is an enterprise issue, not
just an IT problem

« Due diligence is key — in your own
organization and vendors

« Simulate losing a service provided by a
vendor. Measure the impact

« Communicate risk

|t feels difficult but you can do this. Be
proactivel
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Thank you, panelists!

Chris Adderton Will Durkee Robert Rosenzweig Michael Shen
Vice President, Director of Security Solutions, VP/ National Cyber Risk Practice Head of Cyber Innovation,
Council of Supply Chain TSC Advantage Leader, Novae
Management Professionals Risk Strategies
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Mark your calendars!

INSIGHTS CONFERENCE

OCTOBER 26, 2017

GRAND HYATT | NEW YORK CITY

REGISTER NOW!

Registration is available at:
www.advisenlid.com/media/conferences/
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i Order the 2017 RIMS Benchmark Survey
today!

Based on: 20

- 20,000 insurance programs 17

- 759 entities, some Fortune 500! .
RIMS

- $4 billion in premium
Benchmark
Survey

To order, visit:
www.advisenltd.com/media/pr
int-publications/rims-
benchmark-survey/
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Contact Us

Advisen Ltd.

1430 Broadway

8 Floor

New York, NY 10018
www.advisenltd.com

Phone +1.212.897.4800
advisenevents@advisen.com
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Leading the way to smarter
and more efficient
risk and insurance communities.

Advisen delivers:

the right information into
the right hands at

the right time

to power performance.

About Advisen Lid.

Advisen is the leading provider of data, media, and technology solutions for the commercial property and casualty insurance
market. Advisen's proprietary data sets and applications focus on large, specialty risks. Through Web Connectivity Ltd., Advisen
provides messaging services, business consulting, and tfechnical solutions to streamline and automate insurance fransactions.
Advisen connects a community of more than 200,000 professionals through daily newsletters, conferences, and webinars. The
company was founded in 2000 and is headquartered in New York City, with offices in the US and the UK.

+1 (212) 897-4800 | info@advisen.com | www.advisenltd.com



