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Industry Composition 
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Ransomware/Cyber Extortion 
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Ransomware/Cyber Extortion 
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Social Engineering 
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Email Compromise 
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Loss of Financial Information 
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Cyber Premiums at Renewal 
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Cyber Take-Up Rates 



Quarterly Cyber Risk Trends  

Jake Olcott, VP, Strategic Partnerships 
Jay Jacobs, Senior Data Scientist 
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Q1 Overview 
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Impact of cyber incidents in Q1 

crosses categories: 

 

• Consumer 

• Business 

• Regional  

• International  



Consumer Risk 



MongoDB Vulnerability  

 
• MongoDB is open source database that was 

not configured securely by default 
 

• Hackers accessed vulnerable MongoDB 
databases running with default credentials, 
leading to exploitation (CloudPets) and 
ransomware risk 

 
• BitSight research showed 5.9% of a sample 

of companies in January had MongoDB 
exposed to the internet → April: 4.4% 

 
• Recent BitSight/Advisen study: 60% of 

breached orgs had 10 or more open ports 
susceptible to unauthorized use 



Business Risk  



Fortune 1000 Performance  



Rate of System Compromises 



Common Machine Compromises 



BitSight’s View of Fortune 500, Last 3 Months 



Regional Risk  



How Aggregation Risk Impacts Portfolio 
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$5M: State 

Utility 

$35M: Web Hosting 
Provider 

$10M: Global Bank 

$5M: State Utility 
$3M: Auto Dealer 

$2M: Chip 
Manufacturer 

$15M: National 
Retailer 



Recent Service Provider Incidents  
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• 10/21/16 - Dyn DNS Outage (DDOS 

Attack) 
 

• 12/27/16 - MongoDB  
 

• 2/27/17 - CloudFlare  
 

• 2/28/17 - Amazon AWS (Northern 
Virginia, Command Entry Error) 

 
 



Potential Aggregation, Fortune 500 
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65% 

of F500 companies are running GoDaddy DNS 

 

69% 
of F500 companies are running Rackspace hosting 

 

77% 
of F500 companies are leveraging Akamai for 

content delivery 

 

 



International Risk  



Q1 2017 Sector Performance 
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Questions? 

Jay Jacobs 
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Aloysius Tan 
Product Manager, 

Information and Analytics, 

Advisen  

Jake Olcott 
Vice President of Strategic 

Partnerships, 

BitSight 
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Advisen’s 2017 Cyber Guide  

“… the most comprehensive 
independent guide to the 
service providers available in 
cyber and the products they 
offer.” 
 
 

Download it today at 
www.advisenltd.com/resources  

http://www.advisenltd.com/resources


Register now!  

“…addressing the critical 

privacy, network security and 

cyber insurance 

issues confronting risk 

professionals and their 

organizations.” 

Visit www.advisenltd.com/media/conferences/  

for more information and to register 

http://www.advisenltd.com/media/conferences/


Contact Us 
Advisen Ltd. 
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8th Floor 

New York, NY 10018 

www.advisenltd.com 

Phone +1.212.897.4800 

advisenevents@advisen.com 
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About Advisen Ltd.  
Advisen is the leading provider of data, media, and technology solutions for the commercial property and casualty insurance 

market. Advisen's proprietary data sets and applications focus on large, specialty risks. Through Web Connectivity Ltd., Advisen 

provides messaging services, business consulting, and technical solutions to streamline and automate insurance transactions. 

Advisen connects a community of more than 200,000 professionals through daily newsletters, conferences, and webinars. The 

company was founded in 2000 and is headquartered in New York City, with offices in the US and the UK.   

+1 (212) 897-4800 | info@advisen.com | www.advisenltd.com 

Leading the way to smarter  

and more efficient  

risk and insurance communities.  

Advisen delivers:  

the right information into  

the right hands at  

the right time  

to power performance.  


